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AI			artificial intelligence
ASCM			Association of Supply Chain Management
CMST			Central Medical Stores Trust
DB			database
DSC			digital supply chain
eHIN			Electronic Health Information Network
FSCIS			Facilities Supply Chain Information System 
HIS			health information system 
ICT			information and communications technology
IoT			Internet of Things
IT		              information technology
GHSC-PSM		Global Health Supply Chain Program-Procurement and Supply
Management project 
GTIN			Global Trade Item Number
HSSP			Health Sector Strategic Plan
HTSS			Health Technical Support Services
MOH 			Ministry of Health
NPC			National Product Catalog
NSCIS			National Supply Chain Information System
OMS			Order Management System
PMRA			Pharmacy and Medicines Regulatory Authority
QAT			Quantitative Analysis Tool
RFID			radio-frequency identification
SC 			supply chain
SCIS			supply chain information system
SCISMM	              Supply Chain Information System Maturity Model
SCOR			Supply Chain Operations Reference
SOP			standard operating procedure
USAID			United States Agency for International Development
VAN	             		Global Family Planning Visibility and Analytics Network
WHO			World Health Organization
WMS			warehouse management system
	


[bookmark: _Toc100072245]Foreword  
Malawi has made many gains in information and communications technology (ICT) infrastructures over the past several years. These include achievements in deploying systems that are operational at many levels of the health system, such as Navision, OpenLMIS, and Electronic Health Information Network (eHIN). Continuing on the path of system improvements, the Health Products Management Strategy Master Supply Chain Transformation Plan (MSCTP) was developed in 2021. The plan considers nine focus areas, one of them being information systems. MSCTP outlines implementation areas across all supply chain process areas as well as information systems. 

MSCTP rightly highlights opportunities for improving process automation, data quality, system interoperability, and overall end-to-end visibility. Supply chain processes and systems play a critical role in strengthening health systems and providing end-to-end visibility, thereby improving health service delivery. While MSCTP provides high-level guidance on supply chain digitization, a detailed strategy and overarching architecture are needed that define Malawi’s long-term digital supply chain (DSC) vision encompassing the overall national supply chain.

This document details the concept of DSC and how it is applicable and beneficial to Malawi. It provides key digital priorities to be considered and highlights the need for Malawi’s digital supply chain to adopt advanced technologies in the long run. An example roadmap for Malawi DSC transformation is provided as a recommended framework. 

This document presents Malawi DSC strategy, priorities, and architecture that will guide development of a comprehensive operational plan. The plan will enable effective technology implementations aimed at positioning Malawi as a DSC leader in Africa.
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Executive Summary
The Malawi digital supply chain (DSC) strategy and architecture document aims to bridge the gap between digital health and digital supply chain, while providing a roadmap for technology adoption. Supply chain processes help procure and distribute health care commodities to ensure delivery of essential health services to patients. DSC enables technology-driven supply chain processes, which ensure streamlined delivery of commodities from manufacturers to patients. DSC is a key enabler for implementing digital health initiatives effectively. When combined with digital health, DSC can significantly enhance service and health outcomes for patients.  

In 2021, a holistic assessment of public health supply chain information systems (SCISs) was conducted in Malawi. The assessment was done through visiting sites, meeting with key stakeholders from government, and using the Supply Chain Information Systems Maturity Model (SCISMM), a tool funded by USAID and developed by the Global Health Supply Chain Program-Procurement and Supply Management (GHSC-PSM) project. SCISMM is based on the Association of Supply Chain Management’s (ASCM) Supply Chain Operations Reference (SCOR) framework (https://scor.ascm.org/) and the American Productivity and Quality Control process framework (https://www.apqc.org/about). The assessment highlighted strengths, weaknesses, gaps, and opportunities for improvements across existing public health supply chain information systems. Given the recent formulation of the Health Products Management Strategy Master Supply Chain Transformation Plan (MSCTP), now is an opportune time to use SCISMM assessment outputs for further expanding the scope of digital supply chain initiatives.

This document, in support of MSCTP 2021–2026, outlines the priorities of DSC. It highlights DSC’s benefits to patients and to the goal of realizing an efficient supply chain. Malawi DSC aims to accomplish the following strategic objectives. 

Objective 1: Provide genuine high-quality pharmaceutical products to patients on time, at the right place, in the right quantity, and at the right cost
Objective 2: Continuously improve operational efficiency resulting in consistent real-time high-quality data that help supply chain leaders to ensure objective 1
 
This document 1) outlines Malawi’s DSC transformation vision and strategy, which was reviewed with various stakeholders during the DSC workshop in October 2021; 2) defines an overarching DSC architecture, along with digital implementation priorities, in alignment with strategic objectives and vision; and 3) provides an illustrative roadmap that supports realizing Malawi’s vision of a patient-centric and efficient supply chain.



[bookmark: _Toc100072247]Introduction
I. Digital Supply Chain
DSC is a key enabler for supply chain (SC) organizations to consistently deliver quality medicines and services on time, at the right place, in the right quantity, and at the right cost to patients and consumers. They system ensures these goals by providing a digital ecosystem that supports collaborative processes across all systems, including supply chain, health management, and regulatory. A digital ecosystem is realized when advanced automation-driven supply chain processes are integrated to interoperate with each other and with other ecosystems. DSC thus ensures availability of real-time data providing end-to-end visibility and enhanced decision making.
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Figure 1. Digital Supply Chain 

DSC should be considered in the overall context of “digital health.” Within the draft World Health Organization (WHO) 2020–2024 Global Strategy on Digital Health[footnoteRef:1] the term “digital health” refers to “the field of knowledge and practice associated with any aspect of adopting digital technologies to improve health.” WHO, within the Classification of Digital-Health Interventions,[footnoteRef:2] has grouped digital technologies by primary target user groups. One of these groups is manager-oriented technologies, which includes technology that supports supply chain management. [1:  WHO, “Global Strategy on Digital Health 2020–2024,” 2019, 2, (https://extranet.who.int/dataform/upload/surveys/183439/files/Draft%20Global%20Strategy%20on%20Digital%20Health.pdf)]  [2:  World Health Organization (WHO), “Classification of Digital Health Interventions, v1.0,” 2018, (https://apps.who.int/iris/bitstream/handle/10665/260480/WHO-RHR-18.06-eng.pdf?sequence=1)] 


Within the context of digital health, digital supply chain is defined as adopting digital technologies to support and improve, specifically, the supply chain aspect of public health. Taking a patient or end-user-centric perspective, this implies that application of digital technologies needs to ensure that the right products, such as medicines, are procured and dispensed to the right patient or consumer at the right time, at the right cost, and at the right place. While doing this, digital technologies need to empower individuals and health organizations as well as associated processes with data and the ability to make effective decisions to respond to continuously evolving changes in the supply chain.

[bookmark: _Toc95827362]II. Benefits of Digital Supply Chain
Progressively adopting automated transactional systems that capture and exchange real-time data with one another enables collaborative processes and end-to-end visibility, ultimately improving supply chain efficiency that enhances quality of service, trust, and safety, leading to better health outcomes for satisfied patients and end consumers.
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Figure 2. Benefits of Digital Supply Chain

[bookmark: _Toc95827364]III. Supply Chain Process
The primary objective of DSC is to support supply chain operations. It is thus important to identify and categorize the activities that digital supply chain should enable. The Association of Supply Chain Management’s (ASCM’s) SCOR model helps organize supply chain operations around primary management processes of Plan, Source, Deliver, Return, and Enable.[footnoteRef:3] In the health sector, while processes can be categorized using the SCOR model, they have been contextualized to represent activities specific to public health.  [3:  ASCM, “SCOR Quick Reference Guide, Version 12.0”, (http://www.apics.org/docs/default-source/scor-p-toolkits/apics-scc-scor-quick-reference-guide.pdf)] 


Figure 3 below identifies various supply chain processes that DSC should address. It categorizes these processes according to the SCOR model’s primary management processes.
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Figure 3. Supply Chain Processes

[bookmark: _Toc95827368]IV. Approach to Developing DSC Strategy and Architecture
This section summarizes the approach adopted to develop Malawi DSC strategy and architecture. The approach involved four steps as outlined in Figure 4, starting with analyzing the current ecosystem through reviewing existing systems, priorities, and strategies. 

[image: ]Figure 4. Steps for Developing DSC Strategy and Architecture

Step 1, Analyze:
· Review existing digital health, supply chain, and other strategy documents
· Assess current digital supply chain ecosystem using SCISMM 

Step 2, Identify:
· Identify and capture details of existing National Health Information Systems (HISs) and SCIS, including interoperability tools
· Identify ongoing national management information system initiatives
· Based on analyses from Step 1, identify areas of immediate, medium-term, and long-term digital supply chain improvements
· Identify stakeholder groups to engage with to prioritize improvement areas

Step 3, Prioritize:
· Identify DSC improvement areas based on existing national digital strategy and other national IS priorities
· Engage with stakeholder groups to discuss the prioritized DSC improvement areas*
· Based on feedback from stakeholder groups, revise and finalize DSC priorities for short-, medium-, and long-term*

Step 4, Define:
· Develop a DSC strategy along with a high-level implementation roadmap for short-, medium-, and long-term
· Develop a DSC architecture

*Stakeholder engagement for reviews to be coordinated by Malawi PSM team once the first draft of this document is submitted.

[bookmark: _Toc87965130]V. Situation Analyses
As outlined in the steps above, the following documents were reviewed to understand established national priorities around digital health and its impact on the digital supply chain. 
Monitoring, Evaluation & Health Information Systems Strategy 2017-2022
· Monitoring, Evaluation & Health Information Systems Strategy 2017–2022
· Master Supply Chain Transformation Plan (MSCTP) 2021–2026
· Malawi Health Sector Strategic Plan_ii

Key opportunities and gaps from review of the Master Supply Chain Transformation Plan and the Monitoring, Evaluation & Health Information Systems Strategy are highlighted below.
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Below are some of the noticeable supply chain challenges at downstream facilities.
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Figure 5. Operational Challenges at Downstream Facilities
· Stock-outs
· Need for emergency orders and stock transfers by facilities
· Overload of manual processes
· Manual data entry leading to errors
· Clarity on consumption versus issue, impacting forecasting and distribution
· Use of multiple overlapping systems

[bookmark: _Existing_Digital_Supply][bookmark: _Toc87965131]VI. Existing Digital Supply Chain Footprint
Existing supply chain systems and the processes they support are summarized below. This list highlights the gaps in SCIS to automate and enhance supply chain processes and hence opportunities to transform Malawi’s digital supply chain footprint. Even where systems exist, such as Navision and OpenLMIS, opportunities are found to further improve operational efficiency and increase visibility. 
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Table 1. Malawi’s Existing Digital Supply Chain Footprint 
[bookmark: _Toc87965132]VII. Digital Supply Chain Assessment
In 2021, a SCISMM assessment for Malawi was conducted under the facilitation of GHSC-PSM Malawi. The supply chain processes listed in Figure 3 were assessed using SCISMM to understand their current maturity levels. Figure 6 summarizes the overall assessment for Central Medical Stores Trust (CMST). 


Figure 6. Malawi CMST SCISMM Assessment

Figure 7 provides a view of various SCIS areas and their maturity levels.

[image: Chart, bar chart

Description automatically generated]
Figure 7. Malawi CMST SCIS Maturity Levels


· Even though the forecasting and planning process seems mature, manual operations are required for data consolidation, which consumes additional resources.
· Contracting processes are managed manually.
· While procurement processes are well-managed, certain operations are still manual, requiring additional resources.
· No electronic system has been implemented or integrated with the CMST system to manage and submit orders directly from customers.
· Multiple systems have overlapping functionalities such as OpenLMIS’ stock management with Electronic Health Information Network (eHIN) stock management.
· Warehousing has well-established processes but still to adopt automation, such as using processes driven by hand-held devices and leveraging barcodes to improve efficiency and data capture.
· The interoperability layer, which is under development, is yet to be leveraged for data exchange across all systems.
· A National Product Catalog (NPC) has been deployed to manage standardized product master data and link with country-specific identifiers. This is still a standalone system not integrated with transactional systems.

[bookmark: _Toc87965133]VIII. Alignment with National Priorities
Based on the review of national digital strategy documents listed in the beginning of this section, the following key priorities have been identified. They are identified in the context of Malawi’s DSC and should be leveraged to define a comprehensive DSC strategy and architecture. This subsection highlights how DSC strategy aligns with and benefits these key priorities.

	Document
	Priorities
	Alignment for DSC Transformation

	Monitoring, Evaluation & Health Information Systems Strategy 2017–2022
	Objective 2: strengthen the health sector’s capacity to use data for decision-making
	Implementation of systems based on identified digital priorities 
- This will enable access to real-time supply chain data that in combination with health data can enhance decision-making

	 MSCTP 2021–2026
	Objective 6.1: To facilitate interoperability including common services and connectivity tools by 2022. 
Objective 6.3: To develop and deploy the National Supply Chain Information System (NSCIS) for central-level supply chain operations (Warehouse Management System/Ordering/Logistics Management System) by 2023 
Objective 6.4: To develop and deploy the Facilities  Supply Chain Information System (FSCIS) by 2025. 
	Implementation of systems based on identified digital priorities 
NSCIS and FSCIS, along with interoperability and foundational components, incorporated into an overarching digital supply chain architecture

	Health Sector Strategic Plan II (2017–2022) 
	Objective 5: Generate quality information and make it accessible to all intended users for evidence-based decision-making, through standardized and harmonized tools across all programs 
	Implementation of systems based on identified digital priorities 
- This will enable access to real-time supply chain data that in combination with health data can enhance decision-making


Table 2. DSC Transformation’s Alignment with Malawi’s National Priorities

*Priorities relevant to DSC
[bookmark: _Toc100042111]

Digital Supply Chain Strategy
This section details the output from Steps 2, 3, and 4 from the DSC development approach outlined in the earlier section and focuses on the strategic objectives of DSC. The next section focuses on the technical and architectural objectives of DSC.

I. DSC Objectives
Malawi DSC transformation will be patient centric with a focus on enhancing supply chain efficiency. Key objectives of Malawi DSC transformation are defined below.
Objective 1: Provide genuine high-quality health commodities to patients at the right time, in adequate quantities, at the right place, and the lowest cost to the system



Objective 2: Continuously improve operational efficiency resulting in consistent real-time* high-quality data that helps supply chain leaders to ensure objective 1



*DSC strategy will consider the trade-off between real-time data collection and the workload at lower supply chain levels. It will provide a gradual transition from manual data-entry/reporting-based processes and systems to transaction-based systems and system-driven processes to address the workload issue, while enabling real-time data capture.

Figure 8 summarizes the proposed DSC transformation vision.
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Figure 8. DSC Transformation Vision


II. DSC Use Cases
Two key use cases have been outlined in this section that aim to enhance operational efficiency while ultimately benefiting the patient or end-user.
[bookmark: _Toc87965135]
Use Case 1 
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Figure 9. DSC Transformation – Key Use Case 1

Benefits to Patients
· Service 
– Patients receive the required medicines and pharmaceutical commodities when and where they need them
· Quality 
– Patients receive quality medicines and pharmaceutical commodities that are not damaged, expired, or about to expire
Efficient Supply Chain to Deliver Benefits
· End-to-End Visibility
– Ensures that patients receive medicines and products at the right place and the right time by providing supply chain organizations with:
· Visibility of consumption, forecasted demand based on consumption and other factors, along with visibility of what is available in inventory and what is shipped from and being procured from suppliers
· Process Automation
– Ensures that medicines and other products move from suppliers to central warehouses to pharmacies to health clinics and ultimately to patients, at the right time and in the right quantities by,
· Automating all supply chain processes from planning to procurement, receiving, and shipping all the way to dispensing
· SC Exception Management
– Ensures that supply chain disruptions including global events and health emergencies are addressed quickly to minimize impact to patients by 
· Continuously monitoring supply chain exceptions, alerting supply chain organizations in real-time, and providing capabilities to make supply chain adjustments rapidly

How will Digital Supply Chain help?
Malawi’s digital supply chain will include supply chain systems that automate processes from planning, procurement, order management, and warehousing all the way to dispensing medicines to patients. Automated systems-driven processes minimize time-consuming and error-prone manual data entry and analysis and ensure the key data outlined below are available in real-time to enable patient-oriented SC decision-making.

Data that should be available in real-time include:
· Consumption data based on dispensing
· Inventory data based on warehouse management
· Goods-in-transit and delivery estimates based on transportation management
· Requisitions being processed and shipped based on order management
· Orders coming into the warehouses based on procurements
· Forecasts based on all these data and accuracy of forecasts based on planning

This real-time data will provide SC organizations and leaders an end-to-end visibility of what patients are consuming versus what is available in the supply chain to meet that demand. SC leaders will have the ability to quickly adjust procurements or distributions based on this visibility to ensure patients always have the required medicines and products. Real-time data will enable systems to continuously monitor for exceptions such as inventory shortages or upcoming product expiries and alert SC leaders to take corrective actions ahead of time.

Malawi’s digital supply chain will thus ensure that patients are receiving quality medicines in the right quantity at the right time and at the right place. 










Use Case 2
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Figure 10. DSC Transformation– Key Use Case 2

Benefits to Patients
· Safety 
– Patients receive genuine medicines and pharmaceutical commodities that are not substandard or falsified
– Patients get notified immediately or product recalls if a medicine or pharmaceutical commodity is flagged for quality issues
· Trust 
– Patients can check at their fingertips that the medicines they are receiving are coming from proper channels and that they are receiving the right products
Efficient Supply Chain to Deliver Benefits
· Track and Trace
– Ensures that patients are receiving genuine medicines and products that are delivered through proper supply chain channels by:
· Capturing data from trading partners as the product moves through the supply chain to track chain-of-ownership or chain-of-custody of the product
· Product Verification 
– Ensures that patients as well as supply chain organizations can:
· Verify that the identification data on the product aligns with identification data assigned by the identified product manufacturer
· Recall Management
– Ensures that supply chain leaders can quickly and efficiently recall products from downstream facilities as well as from patients in the event of quality issues by:
· Using details of all captured supply chain transactions and product movements as well as linking Global Trade Item Numbers (GTIN), serial numbers, and batch numbers with the patients that the products were dispensed to

How will Digital Supply Chain help?
In addition to DSC details provided in Use Case 1, Malawi’s digital supply chain will adopt global standardization so that all SC organizations, processes, and systems are interoperating with minimal intervention. This will also ensure that data coming in from external and global organizations such as suppliers and donors are easily understood to gain comprehensive SC visibility. To adopt standardization, Malawi’s digital supply chain will embrace foundational systems to manage master data and other services such as registries and terminologies.

Malawi’s digital supply chain will include data warehouses to aggregate transactional data including historical data and event data from local transactions as well as from global ones, such as shipments from manufacturers or donors. Aggregated data will be used by analytics and business intelligence systems to provide insightful reports as well as capabilities to track and trace commodities and for patients to verify that medicines are not falsified. These data will also help rapidly recall medicines and products from patients in the event of health emergencies due to product quality issues.

Malawi’s digital supply chain will also progressively adopt advanced technologies such as:
· Mobile technologies to empower patients with essential information 
· Internet of things for smart networked devices communicating with each other
· Artificial intelligence to improve supply chain agility and responsiveness
· Blockchain to enhance real-time coordination across the entire supply chain

The architecture section provides example use cases for adopting advanced technologies in the long run.

III. DSC Supporting Priorities
Other key complementary priorities that will be considered for DSC transformation are outlined below.
· People
· Leadership – Key supply chain and digital leadership positions will be established and filled, such as supply chain leaders and technical or IT leaders/enterprise architects, that can guide and monitor DSC investments. Established leadership positions will be accountable for implementation progress and have authority over regular performance monitoring.
· Workforce capacity – Similar to leadership positions, workforce capacity will be built to use, maintain, and sustain DSC tools and processes.  This will be done so that transitioning in and transitioning out workforce resources are streamlined without disrupting DSC operations. This goal will be achieved by developing standard operating procedures (SOPs), re-usable training materials, and providing exposure to latest technology trends. 

A list of potential DSC roles, including leadership and technical, along with responsibilities is provided in the Appendix. This will be used as a reference while determining workforce needs for different DSC implementation phases.
· Policy
· Appropriate policy and contractual framework around DSC will be formalized to facilitate data sourcing from SC partners, such as manufacturers, logistics providers, procurers, and private sector players. Policy will also establish guidance and a timeline for adopting recommended data and technology standards, such as standards-based data carriers and product identifiers, Global Positioning System based tracking, and radio-frequency-identification (RFID)-enabled technology.
· Process
· SC processes such as sourcing will be centralized to minimize costs and improve efficiency.
· A process compliance mechanism will be established to enforce data sharing from supply chain partners to provide key data, including master data and transactional data, such as shipments.
· Governance 
· A DSC enterprise architecture team or technical working group will be established so that all information technology (IT) activities and improvements are reviewed to ensure alignment with digital health and DSC architecture. 
· Governance will encompass data, process, technology, and risk management. To ensure that these are appropriately covered, sub-workstreams will be created within the workgroup. A separate workstream for data, process, risk, and technology each can review and monitor those respective aspects of DSC as implementations progress. A proposed governance framework is provided here as a reference for the working group structure and governance focus areas.
· A DSC technical working group will be established using the structure depicted in Figure 11 to establish a formal process to review and approve all DSC enhancements and initiatives. This working group will meet regularly to conduct technical reviews to monitor implementation progress.

[image: ]
Figure 11. DSC Governance Framework


[bookmark: _Toc87965137]Digital Supply Chain Architecture
This section elaborates the architectural aspects of Malawi DSC.

[bookmark: _Toc87965138]I. As-Is Architecture
To define Malawi’s digital supply chain transformation architecture, it is essential to assess current supply chain system landscape and architecture. This will help identify areas that need immediate attention and areas that can be addressed in the medium- and long-term so that they can be planned for implementation accordingly.

Table 1 in the previous section lists the existing SC relevant systems that are in use in Malawi. Figure 12 categorizes and highlights the key supply chain areas that these systems facilitate. The To-Be Architecture section highlights areas that either need improvement or need new systems and processes to be established as part of Malawi’s digital supply chain transformation strategy.

[image: ]
Figure 12. Malawi As-Is Supply Chain Logical Architecture

Figure 13 shows the existing process and data flow among these systems. It highlights key supply chain areas that currently lack system or established process. Only a few key SC processes are supported by systems and even within those systems only a few processes are automated. Most of the data flow is thus manual. This impacts effective coordination among SC processes and the ability to collaborate efficiently across SC levels.
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Figure 13. Malawi As-Is Supply Chain Process and Data Flow

[bookmark: _Toc87965139]II. Key Observations
Foundations   
· Product Master Data Management – National Product Catalog (NPC), the system to manage standardized product master data, was deployed in 2020 and is operational in a stand-alone fashion. Malawi’s supply chain systems and HIS are not benefiting yet from the data in NPC. As a next logical step to NPC implementation, NPC will need to be integrated with SC systems and HIS.

Interoperability  
· A few systems such as OpenLMIS and DHIS2 have integrations through the interoperability layer.
· Further development of the interoperability layer is ongoing. Foundational systems and data from those systems are being incorporated into the interoperability layer’s framework, so that other systems can benefit from standardized data. The interoperability layer will be a key infrastructure component for SC systems to interoperate with each other and with HIS and other digital ecosystems. In addition to having this infrastructure, supply chain systems should also adopt use of standardized data in their processes and in data exchanges to enable interoperability.

Supply Chain Systems   
· Two key systems are supporting Malawi public health supply chain’s operations: Navision, which facilitates warehouse operations at CMST, and OpenLMIS, which helps manage inventory and orders from downstream supply chain levels such as health facilities and service delivery points. Also, additional systems are being rolled out to manage processes and inventory at the point of dispensing, such as eHIN.
· For planning, two systems—QuanTB and USAID-funded Quantitative Analysis Tool (QAT)—are used to quantify and plan supplies.
· In general, no systems are supporting other supply chain functions, such as contracts and transportation. Certain processes for procurement are managed through Navision.

Analytics and Business Intelligence  
· Currently, no centralized analytics or data warehouse platform is in place where all supply chain data are aggregated for analysis and reporting. CMST’s Navision system uses Power BI platform for analytics. This could be a potential option to be leveraged as the analytics platform. 
· To aggregate data from other SC systems, a data warehouse layer should be considered. Another option is DHIS2 as a data warehouse for data aggregation and building dashboards on top of it. 

[bookmark: _Toc87965140]III. Digital Priorities
Malawi’s digital supply chain priorities have been derived based on the defined key use cases. Malawi’s DSC transformation strategy will enable capabilities that are:
A. Foundational: Ensuring standardized repeatable and interoperable processes
B. Interoperable: Providing efficient data exchange across all systems, including HIS
C. Systematic: Automating all processes and providing real-time data 
D. Analytical: Facilitating analyses of real-time data to enhance decision-making 
E. Sustainable: Adopting technology advancements continuously for the long run
 
[bookmark: _Toc87965141]A. Foundational:
Foundational systems ensure that all supply chain organizations and processes are speaking the same language, thus eliminating unnecessary manual efforts to translate data. Foundational systems also promote data and process standardizations, which are essential for efficient operations. Malawi’s DSC transformation strategy will ensure that essential foundational systems are in place to provide a sustainable digital health ecosystem. The following are the key foundational components of Malawi’s DSC transformation strategy.

· Product Master Data Management
· Facility Master Data Management
· Supplier Master Data Management
· Terminology Services

These key components ensure that pervasive data such as product details, location and organizational information and terminologies are standardized. Standardized data, as detailed in the next section, are essential in ensuring interoperability of systems and processes. All supply chain and health systems and processes referring to standardized information from these foundational components help achieve end-to-end visibility efficiently.

[bookmark: _Toc87965142]B. Interoperable
Data exchange between and among SC organizations, processes, and systems is critical to ensure products move seamlessly from suppliers to patients and end-users. Seamless real-time data exchange is needed not only to ensure day-to-day supply chain operations but also to mitigate the impact of health emergencies rapidly. For efficient data exchange, supply chain systems need to be able to integrate with each other and interoperate. Interoperability is essential in ensuring that all supply chain stakeholders including patients have access to vital information when and where they need it to make life-saving decisions.

Malawi’s DSC will incorporate a robust interoperability layer that provides:
· Secure data exchange capabilities
· Multiple data transport protocols and formats
· Services to efficiently transform and orchestrate data across disparate systems
· Scalability and sustainability as more systems get added in the long run

Adoption of Standards
Adopting standards such as standardized terminologies and GS1 for product and location identification helps establish interoperability that is sustainable and easily scalable. Use of data standards, which is the backbone of an effective and efficient interoperable digital health ecosystem, ensures that:
· All organizations, systems, and processes are referring to key data such as product details, locations, and terminologies the same way consistently
· There is no misalignment of key information, such as inventory, demand, and supply, thus improving planning and operations
· Coordination is improved between country stakeholders and global organizations to manage end-to-end health supply chain
· There is minimal or no data transformation effort for various systems and processes to exchange data seamlessly

Also, the foundation for all traceability implementations is adopting a common business language—a global standard—that all trading partners can use, from manufacturer to dispenser, to identify, capture, and share information about pharmaceuticals and their movement in the supply chain. 

Without these standards, trading partners and systems (e.g., purchasing, inventory management, logistics, reporting) each use their own identifiers and data formats. This approach breaks the connection between those systems, creating a high-maintenance, error-prone environment that adds complexity, inaccuracy, and cost and can be prohibitive for traceability implementation. Standards enable systems to be used collectively in enhancing the quality and amount of data available to support operational processes.

[bookmark: _Toc87965143]C. Systematic
Systems that manage various supply chain processes from planning to dispensing are a core part of a comprehensive DSC strategy. Malawi’s DSC footprint will include automated supply chain processes to leverage advanced technologies such as AI in the future.

Considering industry best-practice frameworks such as the SCOR5 model, Malawi’s supply chain systems are organized as below.
Deliver
Source
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Dispensing



Figure 14. SCOR based organization of Supply Chain Functionalities

Automatic Identification and Data Capture (AIDC)
Automatic identification and data capture are key elements to be considered as part of automated supply chain systems. Malawi’s DSC strategy will incorporate systems, processes and policies that enable automatic identification of pharmaceutical products and capture data about them. As noted in GS1 website[footnoteRef:4] – “Numerous studies have shown that automatic identification throughout the entire Healthcare supply chain, right to the point of delivery to the patient, is an extremely effective tool in preventing medication errors.”  GS1 highlights the health and economic benefits8 that health care organizations can gain by usng AIDC systems, reducing medication errors, preventing counterfeiting, saving costs and increasing health care supply chain efficiency and transparency. [4:  GS1 Standards in Healthcare, (https://www.gs1.org/industries/healthcare/standards)] 
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Source: https://www.gs1.org/industries/healthcare/standards

Figure 15. GS1 Standards Infographic

AIDC can be enabled through adopting global standards. GS1 health care standards provide a framework for global and national stakeholders interacting with the health sector to use the same business language to identify products, locations, and legal entities in a common way; capture supply chain data through consistent use of standard data carriers (i.e., barcodes); and share a common set of data in a common format among trading partners, as summarized in Figure 15. As more manufacturers adopt traceability standards, such as GS1 global health care standards, by applying standardized data carriers on physical packages Malawi’s supply chain systems will incorporate capabilities to automatically identify data from barcodes and electronically capture information encoded in these data carriers. Using standardized data from foundational systems such as NPC will help identify data consistently. Sharing of electronically captured standardized data, especially product information, will become seamless and efficient, thereby providing access to real-time data and increasing visibility.

[bookmark: _Toc87965144]D. Analytical
While foundational systems, interoperability, and supply chain systems are essential to ensure an efficient supply chain and a satisfied end consumer, analytics and business intelligence give supply chain leaders the ability to make effective decisions. Malawi’s DSC strategy will incorporate analytics so that supply chain leaders can use historical data to predict future needs. Business intelligence will complement this to empower supply chain leaders with an analytical view of current and past operations so that corrective decisions can be taken when needed.

Data are vital in Malawi DSC’s ability to use analytics and business intelligence capabilities. Data warehouse or data lake will be essential to aggregate from foundational and supply chain systems for analytical purposes. Navision or DHIS2 will be considered as two potential options for analytics platform. 

Traceability and Verification
As noted on the GS1 website,[footnoteRef:5] “Traceability in healthcare enables you to see the movement of prescription drugs or medical devices across the supply chain. You can trace backwards to identify the history of the transfers and locations of a product, from the point of manufacture onwards. And you can track forwards to see the intended route of the product towards the point of care.  [5:  Healthcare traceability and GS1 standards, (https://www.gs1.org/industries/healthcare/traceability)] 


Tracking products across the healthcare supply chain eliminates counterfeit healthcare products, increases patient safety and complies with regulations.”

Malawi’s DSC strategy will leverage supply chain data aggregated in a data warehouse to implement commodity traceability and verification. 

Returns and Recalls
Aggregated supply chain data can also establish a streamlined process of managing commodity returns and recalls in the event of quality issues. With end-to-end data available including from the points of dispensing, supply chain leaders will be able to quickly identify sources from where to recall products. 

[bookmark: _Toc87965145]E. Future-proof Technologies
Malawi’s DSC strategy paves the way for adoption of advanced technologies as operational systems are automated. This section provides a few key use cases where advanced technologies can be leveraged once the fundamental supply chain systems and processes are in place.

Internet of Things (IoT):
· Monitoring assets such as cold chain equipment and freight
· Monitoring commodity movements and storage if the use of RFIDs become feasible
· Using drones or unmanned aerial vehicle–based deliveries of pharmaceutical commodities
· Using automated operations, such as put away and picking in warehouses, performed in coordination with other devices or equipment, such as transportation vehicles and cold chain

Artificial Intelligence (AI):
· Improving demand forecasting using various factors, such as environment, health outcomes based on product use, global events, health emergencies, and consumption patterns
· Identifying supply chain exceptions, such as upcoming stock expiries or stockouts ahead of time and actions such as stock transfers
· Replenishing stock based on multi-dimensional factors, such as potential disruptions due to forecasted weather or global events, along with the usual factors such consumption behaviors
· Alerting patients or health care workers of anticipated product shortages due to potential supply chain disruptions and providing recommendations for alternate products or fulfillment mechanisms

Blockchain:
· Tracking global as well as national commodity movements and supply chain events
· Managing data exchanges across multiple supply chain partners—data that could include master data, transactional data, anf event data as well as financial or regulatory data

[bookmark: _Toc87965146]IV. To-Be Architecture
While Malawi’s DSC architecture will align with SC relevant national priorities, it will also address the gaps highlighted earlier and ensure that it aligns with strategic objectives and priorities. The architecture is based on industry best-practice frameworks and principles. It is comprehensive to adopt foundational as well as operational capabilities, while giving supply chain leadership the ability to make effective SC decisions. A logical architecture that aligns with these principles is defined in this section. It is modeled in line with an OpenHIE architectural framework with: 

· A foundational components layer like OpenHIE’s registry services
· An interoperability layer like OpenHIE’s interoperability services layer
· A supply chain systems layer like OpenHIE’s business domain services and point- of-service layer
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Figure 16. OpenHIE Architectural Fra



1
Malawi Health Products Digital Supply Chain Strategy and Architecture


In addition to these, Malawi’s DSC architecture includes an analytics and business intelligence layer to aggregate and analyze supply chain data alone or in combination with HIS and/or other data.

[image: ]
Figure 17. Malawi To-Be Supply Chain Logical Architecture

V. Key Features
This section highlights the key features of the proposed DSC architecture for Malawi.

Foundations 
· Product master data management: As noted in the as-is architecture section, NPC serves as the product master data management tool and has been operational in Malawi since mid 2021. To leverage the benefits of standardized data managed within NPC, NPC will be integrated with SC systems and HIS. The integration will be accomplished through the interoperability layer.
· Facility master data: Facility master data will be integrated across systems to leverage the benefits of using standardized data. The integration will be accomplished through the interoperability layer.
· Supplier master data: Similar to product master and facility master, a supplier registry will be established to maintain supplier master data. These data will eliminate confusion in recognizing manufacturer or distributor details and will especially benefit regulatory, health, and insurance-related processes. Supplier registry will either be organized within one of the existing systems such as Navision or within the interoperability layer, if feasible. The data will be integrated across other systems through the interoperability layer to maintain data integrity.
· Terminology services: Another essential foundational element is terminologies, which are standardized code-value sets of data that other applications can use for consistency. Examples relevant to the supply chain include ISO country codes and units of measures. HL7 FHIR provides resources on this that can be referred here. The interoperability layer is a good place to organize and maintain terminology services that all other SC systems and HIS can refer to. Since certain terminologies find use beyond supply chain, they will be maintained so that systems such as HIS, regulatory, insurance or others can refer to them.

Interoperability 
· The interoperability layer is key to accomplishing end-to-end visibility and seamless data flow and exchange across all SC systems as well as other ecosystems such as HIS. This layer will support data exchange across disparate systems by being able to translate, enrich, if required, and orchestrate data. 
· The interoperability layer will be able to support multiple data formats such as Excel files, flat files, XML, or JSON and data exchange protocols, such as webservices, ftp/sftp, and APIs.
· SC system integrations through the interoperability layer will be built so that a source system must integrate only once to publish a particular transaction or dataset. Future systems that will receive that dataset can integrate with the interoperability layer without having to redo the integration all the way from the source system.

Supply Chain Systems   
In general, Malawi’s DSC will incorporate all the key SC functions as elaborated in SCISMM. This section highlights the key areas of focus within each SC function. SCISMM can be referred to for more information on each SC area and how the capabilities advance across maturity levels. 
· Forecasting and planning: This is a critical function of DSC that equips SC leaders with the ability to minimize inventory wastages and maximize availability of products for end users. Since existing systems used are mostly stand-alone, real-time data are not integrated into them, resulting in tedious and inaccurate planning processes. Malawi’s DSC will adopt an integrated system that can take real-time data from relevant operational systems, such as Navision, OpenLMIS, and DHIS2; procurement systems, such as e-GP; dispensing systems, such as eHIN; and even private sector and donor or global systems, such as GFPVAN. Real-time data on inventory, procurements, shipments, and consumption will help generate accurate and reliable demand, procurement, and supply plans. Real-time data will improve forecasting capabilities, which further enhances planning.
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Figure 18. Forecasting and Planning System


· Supplier and contract management: While not as critical as some of the other operational systems, this function is essential in managing supplier relationships, contracts and to monitor supplier performance. When integrated with transactional systems such as procurement and warehouse management systems, this functionality will help track supplier quality issues better and manage strategic sourcing objectives better. This will streamline the overall sourcing and RFx processes, so that supply chain organizations can achieve better terms through collective negotiation opportunities.
[image: ]
Figure 19. Supplier and Contract Management System

· Procurement: It is essential to have a system that manages procurement of products from not only manufacturers and distributors but also donors, procurement service agents, and other global organizations. This helps provide an end-to-end view of the flow of commodities and helps plan availability of products for end-users. e-GP, which is under development, is positioned to be the system to manage procurement. This system will be integrated through the interoperability layer with other systems such as supplier and contract management, Pharmacy and Medicines Regulatory Authority’s (PMRA) product registration and importation process, warehouse management, and forecasting and planning. Data flowing through integrated systems will enable automated processes such as placing purchase orders only when needed and as per plan, planning for inbound shipments, and linking deliveries directly with supplier performance.
[image: ]
Figure 20. Procurement Management System

· Order management: Malawi uses OpenLMIS to manage requisition orders from sub-national levels such as health facilities and service delivery points. While OpenLMIS provides key order management as well as inventory management capabilities it can be further enhanced to automate and integrate processes across supply chain levels. Such enhancements, especially system-driven inventory processes, will significantly reduce manual data entries and improve data quality, operational efficiency, and availability of real-time data. OpenLMIS will also be integrated with other SC systems through the interoperability layer to enhance end-to-end SC processes and visibility.
[image: ]
Figure 21. Order Management System

· Warehouse management: A planned effort is underway to deploy MACS for warehousing at CMST warehouses. However, the existing tool Navision’s features should be evaluated and leveraged to support automated and efficient warehousing processes such as automated receiving, picking and shipping as well as inventory management. This will eliminate the need to manage multiple systems and reduce the additional effort in deploying a new system. At sub-national level OpenLMIS facilitates warehousing functions. It will be improved to automate processes such as receiving and issuing by utilizing handheld or mobile devices to scan GS1 based data carriers.
[image: ]
Figure 22. Warehouse Management System

· Transportation management: Current delivery processes don’t use any system to manage transportation, such as optimized routing, tracking, and automated delivery confirmations. These features may not be deemed immediately critical to implement. However, they will be incorporated into the long-term roadmap to enable improved visibility of commodity movements and thus enhanced accuracy in planning and operations. 
[image: ]
Figure 23. Transportation Management System

· Dispensing: Data about what and how many products were dispensed to patients are more reliable and useful in determining procurement needs than average stock consumption or issues data from warehouses and pharmacies. This is because average consumption data from warehouses and pharmacies might indicate what was shipped or issued out but not necessarily dispensed to patients for actual consumption. Considering consumption data only from warehouses and pharmacies will provide a distorted view of actual inventory requirements. Malawi’s DSC architecture includes the dispensing system eHIN that is currently being deployed. This system will be deployed and enhanced if needed to automate the dispensing process and capture real-time data of what product and in what quantity was dispensed to patients. These data can help HIS and other systems in efficacy studies as well and, when integrated with order management, warehouse management, and forecasting and supply planning systems, can improve operational efficiency by reducing stock-outs, expiries, and wastages.
[image: ]
Figure 24. Dispensing System

Analytics and Business Intelligence  
As part of DSC architecture an analytics and business intelligence platform will be developed where supply chain data from across all SC systems including foundational systems can be aggregated. These data can be used to generate SC dashboards, KPIs, and analytical reports. Such a platform can be built using existing systems such as Power BI in CMST or DHIS2 (refer to section 5.2, Analytics and Business Intelligence).

· Traceability and verification: The aggregated data including transactional and event data from across SC systems can facilitate commodity traceability. Malawi’s DSC architecture, specific to traceability as shown in Figure 25, will use these data to help SC users track and trace commodities based on batch numbers and serial numbers, where available. Mobile apps will be built around these data to enable various users including PMRA staff and public to verify pharmaceutical commodities. The existing NPC mobile app will be leveraged for this by extending current features.

[image: ]
Figure 25. Malawi To-Be Traceability Architecture

· Returns and recalls: Similar to traceability application, aggregated SC data will be used to implement a process to initiate product returns and recalls when required. Data from warehouse management system and dispensing system will help locate the exact facility or end-users that received a particular batch of products or even specific product, if serialization is available. Such a process will be built into the analytics platform along with a  traceability feature rather than having to implement a separate software tool for both functionalities.

Advanced Technology Adoption  
As highlighted earlier, Malawi’s DSC architecture will incorporate advanced technologies such as IoT, AI, and Blockchain in its roadmap to further enhance supply chain operations and deliver superior service to end-users and patients.

[bookmark: _Toc87965148]VI. Data Flow
Malawi’s DSC architecture will include all essential SC systems or modules that are well-integrated through the interoperability layer as shown in Figure 26. A highly interoperable and integrated digital supply chain will result in an orchestrated flow of SC data that aligns with physical flow of commodities. Real-time flow of data will help plan operations across the entire supply chain in a collaborative way. Data flowing seamlessly across processes and across SC levels will ultimately enable end-to-end visibility. This in turn helps SC organizations deliver superior services and products on time to end-users and patients.
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Figure 26. Malawi To-Be Process and Data Flow

[bookmark: _Toc87965149]VII. Digital Health Ecosystem
Malawi’s DSC architecture will align and interoperate with other digital health ecosystems such as HIS, regulatory, and insurance. Data from SC systems, such as consumption details, inventory details, product details, and supply chain transactions, will benefit HIS, regulatory, and insurance in several processes, such as efficacy of medicines on certain groups of patients, claims processing, altering of potential quality issues for action by regulators, and more.

[image: ]
Figure 27. Malawi To-Be Digital Health Ecosystem

The digital health ecosystem architecture shown in Figure 27 is an illustrative representation of how supply chain systems can interoperate and collaborate with other systems. Supply chain systems, through the interoperability layer, can exchange relevant data with HIS, regulatory, insurance, and even other systems including private sector systems and global systems, such as GFPVAN. Data from external systems, such as GFPVAN and manufacturers, can increase visibility of inbound commodities and improve planning. Other systems can also benefit from DSC’s foundational components, such as product master or facility master. Given the holistic nature of a digital health ecosystem, the analytics and business intelligence layer can either be a fully aggregated layer or separate layers, whose relevant data then get aggregated.

VIII. DSC Architectural Considerations
· Open-source systems that have sizeable active community will be used where feasible, to eliminate yearly subscription costs and to take advantage of enhancements by the community.
· Existing systems, if they have the required capabilities to meet DSC requirements, will be enhanced and reused where feasible. 
· New systems and enhancements to existing systems will be deployed considering scalability and long-term sustainability.
· Off-line capabilities will be incorporated for certain systems where required—for example, mobile applications of warehousing or dispensing systems used by frontline staff and facilities.
 



1. 
[bookmark: _Appendix_2][bookmark: _Toc87965150]Appendix
I. Digital Supply Chain Roadmap
The following are recommended priorites to implement the identified DSC architectural areas. These need to be reviewed with relevant stakeholders for agreement. High-priority areas should be planned for implementation in years 1 and 2; medium priority areas for years 3 and 4; and lower-priority areas for subsequent years.

[image: ]
Figure 28. DSC Implementation Priorities
A high-level roadmap is provided as a guiding template to implement DSC strategy and architecture. This roadmap is aligned with the recommended priorities listed above.
 [image: ]
Figure 29. DSC Roadmap
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Following activities are recommended as quick win implementations in year 1, to help improve operational efficiency.
· Integration of MHPR mapped standardized product master data from NPC, through the interoperability layer, with CMST’s WMS and OpenLMIS
· Benefit – Improved interoperability and reduced manual works since key operational systems will identify health products in a standardized way
· Integration of eHIN with OpenLMIS to exchange inventory and dispensing transactional data
· Benefit – Better visibility of inventory across systems contributing to improved coordination and stock management
· Integration of OpenLMIS with CMST’s WMS to exchange orders, shipments/distribution, and inventory information
· Benefit – Reduced manual effort, improved visibility, and better operational coordination through automated data exchange
· Implementation of automated processes through barcode scanning in CMST by using standardized identifiers from NPC
· [bookmark: _Appendix][bookmark: _Toc496621562]Benefit – Enhanced operational efficiency, improved data quality and accuracy through reduced manual effort in performing warehouse processes
[bookmark: _Appendix_1]III. List of DSC Roles and Responsibilities 
	Role Category
	Roles
	Phase required in
	Position type
	Skill sets
	Responsibilities

	
	
	Deployment
	Operation
	
	
	

	Leadership
	Chief Technology Officer/
Chief Information Officer/
Chief Digital Officer
	Y
	Y
	Permanent
	· Leadership skills: ability to manage multiple IT teams and provide guidance on digital initiatives
· Strategy skills: ability to perform strategic planning for IT initiatives and provide oversight to ensure strategic objectives are met
· Technology skills: knowledge of latest technologies and trends, understanding of enterprise architecture and data management
· Interpersonal skills: communication and presentation skills, relationship and team development skills
	· Liaise with senior technical leadership across different organizations to facilitate IT work planning and budgeting
· Facilitate approvals of workplans, budgets, and funding requests
· Develop and implement IT policies and standards
· Manage multiple IT teams, including implementation teams, infrastructure personnel, and IT manager
· Oversee key IT initiatives and ensure successful deployments in line with strategic objectives
· Lead vendor management

	Leadership
	Information Technology Manager
	Y
	Y
	Permanent
	· Leadership skills: ability to manage technical teams 
· Strategy skills: ability to support strategic planning for IT initiatives
· Technology skills: knowledge of existing technologies used in-country and latest trends, understanding of data management and application support needs
· Interpersonal skills: communication and presentation skills, relationship and team development skills
	· Liaise with senior leadership to facilitate IT work planning and budgeting
· Implement IT policies and standards
· Manage IT personnel
· Oversee day-to-day operations of IT tools
· Identify IT improvement opportunities
· Liaise with IT vendors when required to facilitate troubleshooting or enhancements

	Leadership
	Project Manager
	Y
	N
	Contracted/ Temporary
	· Understanding of business requirements and high-level IT architectures/ solutions
· Project management skills, such as planning, budgeting, risk management, team management, and time management
· Experience in various project management methodologies, such as agile, waterfall, and software development lifecycle
· Ability to coordinate with and manage multiple stakeholders
· Interpersonal skills, such as communication, presentation and team development
	· Set project objectives and charter
· Develop project plan to manage resources and timeline within the allotted budget
· Regularly provide status updates to team and senior leadership
· Identify and assess risks and develop mitigation strategies
· Coordinate efforts of all team members to meet project objectives
· Monitor and manage project performance and progress

	Leadership
	Solution Architect
	Y
	N
	Contracted/ Temporary
	· Knowledge of various technology options and trends, such as cloud services, software as a service, open source 
· Experience in software design and architecture
· Knowledge of IT infrastructure
· Technical leadership skills, such as providing technical guidance and vision
· Ability to understand business requirements and map IT technology solutions
· Understanding of best practices in software development, architecture, and IT deployments
· Analytical and problem- solving skills
	· Gather business requirements to define scope and develop technology solutions and architecture to satisfy requirements
· Prepare technology specifications to implement, using best practices
· Analyze existing systems and identify improvements and integration requirements
· Guide technical team members in implementing f technology solutions
· Coordinate with various technical teams, such as integration specialists, infrastructure specialists, and QA personnel, to guide various aspects of IT implementation
· Coordinate with senior leadership to communicate on technology options, cost impact, and budget needs

	Technical
	Business Analyst
	Y
	N
	Contracted/ Temporary
	· Analytical and problem-solving skills
· Writing and communication skills
· Ability to understand and gather business requirements
· Knowledge of supply chain processes
· Interpersonal skills, such as coordination across various teams and stakeholders
	· Gather and analyze business requirements and map business processes 
· Collaborate with technical teams to translate business needs into technical requirements
· Develop use case or user stories to convey business needs to technical teams
· Coordinate with QA team to ensure test cases to validate that technical solutions are developed according to business needs
· Collaborate with multiple technical and business teams
· Collaborate with QA and training teams to prepare test cases and training material

	Technical
	Developer / Programmer
	s
	N
	Contracted/ Temporary
	· Knowledge of and experience in various programming languages, such as Java, Python, and C++ 
· Knowledge of and experience in various technology options, such as relational databases, web frameworks, and object-oriented development 
· Ability to understand business requirements and develop programs to meet requirements
· Interpersonal skills, such as coordination with various technical and process teams
· Analytical and problem-solving skills
· Experience in developing software solutions using open-source tools
	· Design and develop software programs that meet business requirements
· Deploy the developed software across multiple environments, such as test, staging, production
· Troubleshoot and fix bugs in software programs
· Collaborate with QA and training teams to prepare test cases and training material

	Technical
	Integration Specialist
	Y
	N
	Contracted/ Temporary
	· Knowledge of and experience in ETL (Extract, Transform and Load) tools
· Knowledge of and experience in SQL
· Knowledge of and experience in service- oriented architecture
· Knowledge of and experience in various data transfer protocols, schemas, and formats
· Knowledge of available data transformation and interoperability tools and experience in at least two tools
	· Design integration solutions to use interoperability features across multiple systems
· Develop integration standards and protocols
· Coordinate with implementation team members, such as architects and programmers, to develop application integrations
· Maintain the developed integrations and troubleshoot issues

	Technical
	Database Administrator
	Y
	Y
	Permanent
	· Knowledge of various database tools
· Data modeling
· Database management, including performance monitoring, optimizing, and tuning
· Database backup and recovery
· Data security
	· Advise on relevant database (DB) tools to use
· Support database activities, such as data modeling, performance monitoring, data cleansing, and tuning
· Monitor databases to ensure timely backup and recovery when required
· Ensure security of databases and administer relevant access to appropriate users
· Coordinate with various IT tools' deployment teams to support DB activities

	Technical
	Infrastructure Specialist
	Y
	Y
	Permanent
	 
	 

	Leadership
	QA/Test Manager
	          Y
	          N
	Contracted/ Temporary
	· Knowledge of software implementation methodologies, including agile and waterfall.
· Knowledge of and experience in various automated testing tools
· Experience in testing large- scale IT tools, managing test teams, and troubleshooting test scenarios and technical issues
· Experience in various testing phases, such as system testing, performance testing, user acceptance testing, and integration testing
· Experience in test case development, test results reporting, and stakeholder management
· Experience in and knowledge of various defect-tracking tools such as JIRA
	· Manage testing teams to perform different test scenarios, such as system testing and user acceptance testing
· Develop and guide the team to develop test cases and scripts based on business requirements
· Develop test management plans that include resource plan, risk management, timeline, and scope
· Coordinate across multiple teams, such as development team and infrastructure team, to manage testing of IT tools at different intervals of the implementation
· Monitor testing progress and provide status reports to senior leadership

	Technical
	Test Analyst
	       Y
	      N
	Contracted/ Temporary
	· Knowledge of software implementation methodologies, including agile and waterfall.
· Knowledge of and experience in various automated testing tools
· Experience in testing large-scale IT tools and troubleshooting test scenarios and technical issues
· Experience in various testing phases, such as system testing, performance testing, user acceptance testing and integration testing
· Experience in test case development and test scripting
· Experience in and knowledge of various defect tracking tools such as JIRA
	· Develop test cases and scripts based on business requirements
· Conduct testing across different phases, such as system testing, performance testing, and user acceptance testing, and capture test results
· Coordinate across multiple teams, such as development team and infrastructure team, to manage testing of IT tools at different intervals of the implementation

	Technical
	System Administrator
	       N
	         Y
	Permanent
	· Experience in IT tools, system, network, and database administration
· Knowledge of, experience in, and certifications in various operating systems
· Experience in various system administrative tools, such as virtualization and Vmware
· Experience in networking (WAN/LAN), hardware, and scripting tools (Python, Perl, etc.)
· Experience in and knowledge of IT helpdesk activities, such as data security, user management
· Troubleshooting skills
	· Support installation of IT tools/software and hardware (servers, etc.)
· Monitor system performance and ensure uptime
· Manage various servers, networks, and other technology tools to maintain operations of IT applications
· Monitor for technical issues and troubleshoot
· Ensure data security by adding/modifying/deleting user accounts and providing users with appropriate access to data
· Apply version updates, hot fixes, and any other software/hardware revisions required for all the applicable tools

	Technical
	Support Engineer
	       N
	       Y   
	Permanent OR
Contracted/ Temporary
	· Knowledge of and experience in supply chain software 
· Knowledge of networking and hardware set-up
· Experience in software support activities such as troubleshooting, coordinating with users and vendors, applying fixes
· Proficiency in remote set-up/virtual tools to troubleshoot technical issues
· Knowledge of various defect tracking tools, such as JIRA
	· Provide day-to-day support to users of software tools in troubleshooting any issues
· Monitor performance of software tools and ensuring uptime
· Provide regular maintenance of software tools and applying version updates, hot fixes, etc.
· Capture technical issues and resolutions for status reporting

	· Technical
	· Super User / Trainer
	  Y
	       Y
	Permanent
	· Knowledge of supply chain processes and features within relevant software tools
· Experience using two or more supply chain software tools
· Experience training end users
	· Train end users on various functionalities and features in supply chain software tools
· Assist users in system administrative activities that can be managed by end users, such as password changes
· Perform simple and basic configuration of systems where applicable to enhance or add features to software tools
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